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Anomaly Detection for Smart Water Industrial Control Systems Using Multi—Source Dual
Attention and Cross—Source Consistency Constraints
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Abstract: To address the differences in semantics, dynamic characteristics, and inter-source relationships among multi-
source operational information in smart water industrial control systems,a Multi-Source Dual-Attention BILSTM
with Cross-Source Consistency Network (MSDA-BiLSTM-CCN) is proposed for anomaly detection.The model
preserves the source structures of physical-operation, control-state,and network-proxy data. Source-wise feature
attention and BiLSTM branches with non-shared parameters are employed for variable reweighting and temporal
modeling,respectively,followed by multi-source fusion and temporal attention to aggregate historical information.
In addition, auxiliary cross-source consistency constraints over two source relationships are introduced according to
the data derivation relationship between the network-proxy and control-state sources and the closed-loop response
relationship between the control-state and physical-operation sources.Results on the independent test set show that the
proposed model achieves an AP of 0.8522,an F1 score of 0.7760,and an FPR of 0.615%.Compared with BILSTM,AP
and F1 are improved by 28.16 and 23.44 percentage points,respectively.After introducing CCN,AP and F1 are further
improved by 5.07 and 4.85 percentage points,respectively.The results demonstrate that the proposed method can
effectively exploit structural differences among multiple data sources and cross-source relational information,thereby
improving anomaly detection performance in smart water industrial control systems.
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