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Abstract: Digital empowerment has driven comprehensive transformation in universities, with the digitalization of teaching
and research and the intelligence of management and services becoming the development trend. The volume and complexity
of university data have increased sharply, making the urgency and importance of data security risk prevention and control
more prominent. This paper starts from the background of digital empowerment for university transformation, sorts out the
current situation of university data security, analyzes the types of data security risks in the transformation process, explores
the deep-seated reasons for the risks, and proposes corresponding prevention and control strategies from the perspectives of
technology, management, system, and personnel. The aim is to provide a theoretical basis for universities to create a scientific
and complete data security protection system and achieve the synchronous advancement of security and development during
the digital transformation process.
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