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Construction of Cybersecurity Protection System for University Information Centers in the
Context of Smart Campuses—From the Perspective of Educational Data Security

Ma Siyuan

Ningxia College of Finance and Economics, China Ningxia Yinchuan 750001

Abstract: According to the 2025 report on educational data security, the annual growth rate of data breach incidents in
higher education institutions has reached 15%. Educational data security has thus become a central issue in university
governance during the smart campus development phase, with the scientific establishment of cybersecurity protection
systems serving as the core framework for ensuring data security throughout its entire lifecycle. This paper first clarifies
the core components of a university cybersecurity protection system from two dimensions: defining the boundaries of
protection across the full lifecycle of educational data and delineating the key responsibilities of information centers. It
then analyzes the transmission mechanisms of educational data security risks at each stage—collection, transmission,
and storage—based on the operational characteristics of smart campuses. Finally, it proposes practical pathways for
building such a protection system through standardization, technological adaptation, and personnel management,
offering reference directions for universities to enhance their cybersecurity capabilities and ensure compliant use of
educational data.
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