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Research and Practice of University Campus Network Security System Based on Zero Trust
Architecture
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Abstract: The campus network of universities is the main battlefield for teaching, research, and management services.
Mobile access, cloud based resources, and cross domain collaboration have made traditional boundary protection
increasingly ineffective. This article analyzes the situation of dispersed identity information, different terminal states,
weakened resource boundaries, and loose connection of management rights and responsibilities, and creates a zero trust
security architecture centered on unified identity, limited by device status, combined with fine-grained authorization
and continuous evaluation. In practice, the objects and sequence of transformation are determined through asset sorting,
business continuity is ensured through strategy orchestration, and security policies are revised through continuous
operation and organizational governance. Research suggests that universities should promote transformation in stages,
embedding verification requirements into the entire process of resource access, and transforming security control from
location judgment to dynamic decision-making based on identity, status, and behavioral evidence.
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B
1 B E W 2 15 KU E A

03l5F
IR RS I LB T e BT . 25 B AR 25 o 4 5

fiflo VAR BYTCANES | EEER LN N AN 22 R ET
AV 58 REERIE B T =P EMBSMIGTEIRRE 2, N4
A7 B 2 AARAE R AT 5 AR BRI 2. IS HE
ML EIRRB PRI 2 5, BahE S AETEN
BRI RN . FEERNHTA MO BRI (S ERH
T, ABMmINE, RERE ., R/IUREEPREGIEE—X
HITEIRY N BRI Y AR TR MRS R R H
(BRABAZE SR SR G IR W EHEE AR RO, ASCE S
DTN SRR, RGNS FRE R AR R
Th, MBS RESHT . FrBHATEE LA T iR L

1.1 B X ZRNFER RS
FHEBHRMEFFRIRERS AR, BIME2H
WS . PR ETE TR, HERMETEAR—ER
fE—BMENZES . SIS B4R SR, S50
ZIARARENBG R &, S A ar AEIRE S AELA
SIRABE . A— ASTEARNAZEMNEZMIKS,
IR B Bt A —E [R5, MifnEac
KPR, ARBIR, B EHERZ G, Sk
PBRARE S I, B A0 52 BTSSR RT AT [RIBLAR Y 5%
I SREK S IR R ET ARBHE T AR Z A AR N R

41



B5MHE 8% 16 A

ISSN: 2705-0904(Print); 2705-0874(Online)

TCARRE R L, RS RERSRIA DRI ) S RIIR
W ARREHIWINE PR B B kTR, BnFs—HEE
JEEE IRk b Stk D AT HERLR
1.2 FiF AR FHEERR

BRI TR IROEM AR R A =IRS . 28
% RBRATERE%, DIy SR EE R FE P E E R
%%, T n] DLEd BRI e i R O L. (B
PP RS X BCRAIE R SRR, FHREARANZ G4
ERARHTE R TIR, RIS ol 2om— Bk
Yems, MEAERRIR A S A . MERIR L. BEE
MRS, 400 E S 3RIRVTE > B AT, &
Bl 00 P 4 a2 Rt AR A AT SR, [T — 238 (R 45 DA
Tl TR O e B 4 — HOA BRI 2 90, [AESER
FERRIAANERSEAIR B K. R, SRS E AR
HERH F R EUE AP VS, IR e
ORI S ol om R b o TR R
1.3 EERENNEERS

FAGEIRBE R GV S0 I8 AT IR TR, R EE
BB THITEARTSS, TR LSRR E .
Al 58 TaRiE R A RIS AR SRR g, (5 BEERI]
BT B TSNS RS ET, (HRXEIRST FES B
TEARE AR . AR I Bl S5 B R R E L
BB, ks B B Ak SR BT B s 2SRl 5531
FERIELIRER AT bk, BB AN S R T RO R A S
REVBENLHR, INBIRS T2 5miedr G, SEFEL
Sit—hK. GREMR. LEREEERE AN S Z A4
FRRE——XRL, BBAMERAIREs AR EE BT

BSHBI AL, GRS IRA S BB R, 4
IR 20l 5 RO, an SR e B DL M AL TR R A =
SEHIRE , ABABIIMIREL SR 5545 R B TR IR T %
5T, b5 B AERIZ 4 RS (A% Se— HkRER
FIWT, SRR R 455, RIE TR R K e
B, &N TR e A R RIERS,
SRR LIHREE AR L L5 . RIEE AR
TIFEAT RS , M 5 AR 30 R A e B b 7% 52 51 LR RO R
REAE
2 HEREZHEMNEEEEREZIT
2.1 G— &M IREhRYHERER

— SN ENAESRENE RS, A ThRR
TR E MG B FRRAZ IR R SR IRE,

Fo RILRBUNZINERECATE, meESHEETE. &

42

MR H TR RK G, AR, REHSH
TR A4\ 2 RSB B ERIE . S A= a1
BEIRRESL A B AR UTiZs b, RegLES 5 R
JER PRI R A E o S — D UGIRNERERET, SRS o 5B
TERIERA SRR EEZIN, SRIEA RS .
P RO AR A AR, . 4 AT SIE IR S sk R
P2, INE FURFR T SR S E LA, (BRI
REHERT LA R ORI . BB B S M TR S
FEE N, HHZEERMIRS], mENFeEAE. RS
VELL R INTEYE S TR R PR GE R IR 5,
2.2 G B BH R ERZIE

T BRI B R — PRI . AN AR
URDIN T SRS, HAGRAN et B EER A
MR, SRR ATT AR . R AT AT
B B, TR S S RTRIRDIRE R sE Rk L
BHFURAS . Sh4eRF e, Aol NI A AR 28 (b, s
i R RNFEIIIE, HRRAS LR e MR B 2 e, A
NI RREAN A G — TR, AT LB IR I 12
MR AL b, AEER R FRR S e R, (g%
ST BRI S IR KRARICRD . W TR RE 8k
ERLIGIE . IS, FIARIE B REAS 5, F
T IS e E ] Rt IR . Bz B e
FATRE MR AT SRR, AR RESRITE RA&IRES
KRR E
2.3 WiFENEZENMES

RS R X B T A 2 IR AR TR AR
PR R U SEIZ B, TR AR BRI R, R
ML O, BEEED SISO, WobREt MR
HAL 55 ZHERE M T bR SR Ao FAREIRBIH R
TR{RHs, Bl EIRE—E & Nl LA EFE A H . 12
HIERTLOS B AR IR DRI SE s BN, #15
RSV A] R A 18 (5 FE AR B PR oI B p BEIT o R4
TE SR B THIR A BRI K, RS SiE 2 Jo
R, AR IS R BRI T 4R
I R M R AP USEEA G — I, SRR
BEO ., BRERER. RS, RSTESREINEER G,
RAZE N ot ot G s A TV, 995 1 B S et 1
BB .
2.4 T AR R BRI 1EME

FREEIE R D5 ) sk i B DU 2015 R A A0 22 (L i i
a5, AT AR ARPRIEEIIRTE. A EEn S EIA



B5W% 8% 16 #3

ISSN: 2705-0904(Print); 2705-0874(Online)

TFIC LIRS R ADoK, R FRIMZS H B A F]
e EIREMR A Y G, SRR A B E
DI AR ER USRS & A T TR IE R . RS
BHAERIWE, RISESRES, — MR ERsEE R
R, (S EE SRR . shEEN SRR E A
GRS R A E A B IR . IEIE A R A DL S E e
TE; NSRS R ERUR R, ERFTHAFTER.
IR SVAVA ISP EE=SiSERA Rl TR = A
3 BEEREMELR LK KR
3.1 AFEMEES Mo MEER

S8 A ERHAARNR, AR, HEL A
H, FEEEESaE R GEE L N RN, St 2 fiZ e
AU RA R E I B3, BRfIRETE 5
REHWE, ICABMTEERR, EEIERRE, REmR
FEEE, RIS ) 5828 B0 R ZHEGE T
WAL B2 2000 . ADSERESNLS AT, =
BIFGE—INIER] LA SRS 3 . DHIRIRIRRE IS, A&
JAB Y R TR AT INE RN 25 L. R A
ARBEIRBIELIO S i, RIEErTDLREIAE, {H2dt
ZIRS IR TFEMFN BB R . H— BB &
e ERRRAEIE, BRI RS o el A G
WS 25, IR RER DSBS T 2/ Ak
fire, M iZ AR RS B . R G EIE
INAGE— R DR S 2 k.
3.2 RESmHHRBER N S ES

DS ERIE EEE MBS RS, N EFAES 2
SRRV SSRGS R S, SRS S HEEEMRT DU AR 1Y
W2 AT, R FRGE AR FRER ST A5 IR H 1Y,
BRI SAN H PROIR o] BEIS BRI Jo SR AW BT R RS
e znl, RIS N S E ST R TR, $R
Hst IR A LGS AT B 2 JG, Wiz
SRR IOERVE, RERIE ST TSR K7
Bl SEiRsl, EiRsE SR, WaT Rk
Wy, SRISHOAS LR B LRI B, i 2R A AR
FIR IR N APNPRZEIRII LI RIS, HiSEE
IR, RN R PE &R sEE A, RS
PR EHEER, FEniEH e,
3.3 IEE NS BE J1iE i

FEERA L& G, Ze TR ARRSLaTHY
R ZaFPARERESE HuE, BN g IR &
BHEIFHORISER, SRS en o DUSEIERGEE,

BT A R BT Heb i ] . BRI i, i Se B e Y
KR BE R ENEEEREER Y, & RAHE R
W TR R, IR IR RN T R T R AR
MR T EZIEsh 2 J5 it AR 22l n kg X T
R AL, ROZ IR ERMW A, MR
A RIS . X TR AERRRE A S KB4 TR RE BL B2 El 34k
B, MRZEANTEZ. SiFRxSH B ALk E 1
Wz, RS EAEREFIAE, BRSNS RS
TEERFUCEIBIINR . SHARS . S5 BT A
PR IR A AR EE T, BRI S 2
PR
3.4 BB M H N B BA R 1 [E]

FORPSHIEE A SISO A G TR Y T, 1 aE
PAERAERARIER. ISR, A% E%&. RIBKRIT.
INELIBHES B RS EOR U T o Hr A G D 75220
BT NAIRERAEA, SRIWIATT 220 A2 H R
HEOREH, RS EHFREAHEROLIEER, SMIAR
BIMNERELHTE, [SERNFEANESG, FREUR
N LTHAEWIA . FEIEE S B SR, B
2 AR, BREA SEHRR IR A SRR,
Mg N B AT B . A4 T BRI RI R SIS
N, EIERTE FE AT B ORIR, FRERATEILTE AR
H, 22 B AR TN Bl 1Nk
HEIH R R R R I 5T (AN B g, (RIERII AT L
B BEIRGZ ARG TS R S, AT B
MR AT I 8, TR A LIgass . HlM
PR TS Bt S o
4 FiE

SR A I R A . IREBENERZG,
YA E B ARV E SR T AT G5
KAKE ., FRDFSSATE BRI E AR =i T4
W ERAME B, Fg— BB UERTIRIREROEERD,
S HVIRENA BRI 2, A RE r R
FEIRRL B O R B R AT TR, T AiIE R R & 1 15 )]
Mo SCER bR SE BT P R R R A e G R HE I
FE, AR5 R RBS R HER /D s 45 18 Ml 557 SR 2]
OGRS E E AT LR AR IR 25T, (S
EHAENIE WK HTZE N, ERERERE—
=i — R SERR . AR IR R E AR DN A5
USSR I B, AERFF LSS RE IO ZE il
b, EESIER S ESHERA S BRI A,

43



B5MHE 8% 16 A

ISSN: 2705-0904(Print); 2705-0874(Online)

SEHL:

(1] BZER], VPG, FEFE. SIANNEZENERE
(R, AR A2 (FREERR ), 2022,54(6):51-58

[2] FifoT. AT REEA IR ML aTA R
TR ERIDGA T, 2023,39(9):60—62.

Bl Famk, 52, KFE ZEEERAEBNAE
BESE S NI, AN (FEAERR ), 2024,56(4):
41-47.

44

4 B —. ZETE(S(T SDP WE R4S 22 etk 24500
H%% FARERIH, 2022(8):80—81.
(5] WkZE . SR G LM ARt 552EE)].
g2t RSN, 2025(7):89-91.

TEZ R mrf (1981.12—) , 5B, PU&K, @RI
A, ARF, BHeZEREEIIRL R, I, RO W
syl BRETIES A5



	基于零信任架构的高校校园网络安全体系研究与实践

