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Design and Research on the Reform of Network Security Experimental Teaching Based on
Virtual Platform

Hang Yin Ji Zhao Yujun Zhang
University of Science and Technology Liaoning, Anshan, Liaoning, 114051, China

Abstract: With the rapid development of information technology, network security issues have become increasingly
prominent, and the demand for network security talents has sharply increased. Traditional network security experimental
teaching is limited by factors such as physical equipment, venue, and time, making it difficult to meet the needs of modern
education. The paper aims to explore the design and research of network security experimental teaching reform based on

virtual platforms. By constructing a virtual experimental platform, it breaks through the limitations of traditional experimental

teaching, enhances students’ practical and innovative abilities, and reduces teaching costs.

Keywords: virtual platform; network security; experimental teaching reform; practical ability

0=

FEESHEEERAT, LRFEAEAEISE LRSS
MEERR, Y TTEN AR TFAmn S, HEE
REMMT. BB IR A S AR R, %
R REW RS IR AR U SCRRIRIERE D) L IR RE AN G
At FEDIRAEM A e X — e, & (5 BRI G R,
Wz 22 e H 3R, Rk A TR i saadl.
e, WA RIS 22 SR B, B e E iR fy
f DR IR

W 222 A URAR R R O T, s R Tk, B
AMEATEE R, X SRBRR e AR T A A2
Ko TEGERITAARRER 2 BT —ERERE BB E) Hs
TR, EXRTHH, &&. BeELHmEE, T
MR R 2 AR INES IR, th TCiE e R A R i
TTRBRMFR . IEOh, WAL S B ERT R AT A
HEIN T SR R R X o

1 AREXRIR S
1.1 HREX

FRACHEA S HA N BB, HARE
SR A A R SE 4. W T 2 Ak
PRSI, SRU BN AT, 2T RSP G HORAs

LR HENCE, BALUN T HWERE S SRR
SR RS EHLE A A AR A HIPRE], ARSI
WIS PHE RN SIS, R 2SR s TR, 12
EECACR B REIAGEOR,, BUmR] LS SR A
e RTDABBIN BRI TSRS, KRS T H 0%
1.2 R4

WHT, ZEERAE MR LR T A N
ZR: LRI —, NRSERGH: HTERERG
BRI, SERTE EDARIEE R —PhRESEER A, Gz gR
G CIFTIEANRE R SEIE N . XSRS AR
HXELITER AGE AR R, BT 7 0 SR HL R R SR ]
HMUNRES ). EIRNTESR, POMREEKS: WRLeKh
WNHHIRSZ . BORE R, WP A RITEREEDR D
MRS, A, YRR asin=adikmh, %
ERIH EEGE AR, MDA m IS e M FRR . L
PEEG, EERFECFRERZ . E A AR TN
LXIE, HTEHRZ LIRSS E, SRR
B EHTRE, BRI, T ERN SR IE T
SRR E AR HETT, TP RAS: WL
MBS L | MR ET, HBEEEORM AR RTEA
Wr SR, XN TERin SR —EA/ NI, Bign T
SERGFCAHOMEREAING . 2R BT, ZET RS RIS

313



BEEMR6E511H

ISSN: 2705-0904(Print); 2705-0874(Online)

SRR B T SRR B R B SR ORI B i A
Fo 15 AREIMRAREEER . 224, RiGiscinges
ML, AT S BT SCR et rh R R, B mT DS
IR L EHE N TR

2B ER

FLT RS & 0 45 22 4 SR I e s, 2k
AR S B AEAELL T LA 5
21 XA BFEHTRE

BB IE S S R EERT AT B, RE AR
W 2RSSR A B S, MK IR S T 5256
NZ . X TERR I SR R To1r 2 B A RIS A 1y ot
FERIDAERGS, B IR L SEis T, BB N A RO RT
AP SCAMERNERER

JELE G180 L FFSL IR N R Bk ROFITEHT,  REUSEH
B A G R i SRS B Nev) N 0 ) Rt R B 1 [E RS
HEA IS AR
2.2 A FARERE

FESEGHTHE T &5 R SE TG = AE L 2SR RO 5 1%
JR_EROBRS, B R R R SEEL T IR A 3R A m R
o IXANMXBESIE SR A PRI SRIG TR, TRRETS IR
A ) SRR RIS RE ), (b R iR Tt .

ESN, A S B A& K s R U5 R E LD RE,
A2 R DRI A . (Aot e, RS
THEE R RS
2.3 RN FEME

FET RIS S L In HF M, ROUEXE
AR — R G, BRI TRESSHHCIR R
MU — R S 1B S I AJEIMERR, AT R
B SR BE SRR TR A R &, ek
T BB TR AT SO

SMBEEAAR

3.1 EEXLWIRIZIRE

WET e = AR BTN S T etk
EUEARR, KNS LM A BEEEBEIRETNE, 1
INSEEGIRIN TUEE, Wi A= G SR 0% HO IR TRl TS B RE AR
REVIIZR

BRI« G WAL WU Y BT ORI

SERRR TR, AT — RYUEASEE . Qg sEie s e
SCIRTH o IXELT H b BT I A 24 &5 TH, AnEERs e |
WIS 2l AL, BIERIR NG L
LEIRL HRERGETEE
3.2 RS F SR A

RO E & R AR IR R 4%
ZREWITEFE, BYELNNEIRGNST 5. %7
B R R AR R RIERT T E RN, BRSNS T

314

HEYTK.

e E R ERISE & LR E NIRRT
BTN, SRR, SLRIRS . (EERHSEDSE . XU
IR AR A S0 T H (& 5T, st BRI T (T
S5

4 JUFR R S5 im AN B F =
4.1 K5

TEHEE I T RS & A 2 e S e /2
BATEIGL R LA < R,
4.1.1 SR B £ # e L AR X

WHT, VP2 NS 22 e TR TI E SR A= T
= BEfS 4o T AR A Gl B AR AR D SEBR M B BE 17 4%
A BEESLS . XS ECA AR A AR A 2 4
DT, DL B R

fRER T 22 IRFEEISE SRR KBRS REE T, 1%
T— AP E G PR G . EAVELIGTNE . X
WIRTENES 222G, s BN, A . 24
B, HEERERSEAN ST B 4ERER M ERE T
4.1.2 5 E A BA| R AL

SRS = 2 PR T i IR RO A5 R 35, fEddE
DIMCE R T, St = wRA R AN, [, &
AR 2 SRS RSB L2 RILE R TR

Ry 22 HEShE LI = TR =, IR
A2 AP B R R SR =5, AR DI
I BEH IS IF)SEBR 2R, BETSRI RIS, SN, BRI
FIARBIRDHTEAR, ALt = F SO T i,
MACHRRC S, $Eestie =R A%,
4.2 BlF =

TEfR R SR R, AR DL N B A
4.2.1 RILE W IR B A F IR A

FIARECE SIS E R G R, it — A7
BAGERST AR SZIGTE o X BT H A mR N4 27
AR, T EREI R ARG B 4ERIsLBE . 1
TEEXESIGIH, AR DURA TN 2R R1 &
FTESANSEB RN 7S, AARRMER A R 24 I s E it
422 fFh F 1T IR BEX

B WETEAEISEE =Y, LG =EFFRNT
ORI, SONMX TR S ie = R = A 25, an]
DAY 2252 A RS A ST R . RIS, A Fsin
SRSCEGZS FORE AT LS, RS ie PR R AN 24
Mo B AR SRR = S FEYLH], R = R n]
Rk A Bl Ss BRBE M 78 70 K 44

5 LI Bi%it
51 ERFEAHENEGSRNEERE

SN



BEEMR6E511H

ISSN: 2705-0904(Print); 2705-0874(Online)

OEFE SRR &5k, MBI Rk
AWK, 41 VMwareESXi, Hyper-V &% KVM 25,
IXEER R RERS AR E R I R L AT R e

QMRS asBf s BlE S RErI RS2 tif:, s
SR CPU ALTRAE S . INFERIEMEZSA], DIRAIRAERS [AFS
BT RN A ERE .

@LEL B FEARSS 28 I 235w B LR
F, FI RS, MRS . EEEES.

@OV AN : ARIEE ILAEE RN 4 IR
TR, QUL MM . X B S A AN 2SR E
Mt E, RIDIPuEE T R LS

OMLELE: FEREVCTES FELERIING, aiEE
WAL . VLAN 5y BREAIS KIS, BRI
ERREMS I SIS ERSE,  [RII RIS 2 e AR S

@ nE: SEIME G TN, A5
T ERETAREES]. BN ERS, DRI a Rk
RIS
5.2 EHASEIG T B HYig it IE & B AR

Ot e, RiEt: BIELERIE N SRR S I
EHIMETTRIL Y =il &, DA e AN A SRR RS2 g6 () 75
Ko FSME: BRI E SN INEALT 5, TR0
TSR RISIeRTG  eatE: FfRLi R A S s &
B SL I EE PR e B A 5

Q@HR, LB B ) TR ERT R E S,
TR A (IS5 20 SRR RE T . IR MEERIB AN AR
SR ErBss &, TR A S O PR R SR I 2 2 4 R
., BEIReEn L. s A S S0 ERLE S ST
B, Sl B4R REmae .

@R IEE M. ERACRE.: #2485 T AN
EIAL T, e A E AN A R 45548 (s
A AL IRSSERE ) R EE NS HRT . BIALL
Bl . ZHFEIAIE S (40 Python, Bash %5 ) #H{THZ)
WECENRTE, DUMEE ARSI TR, FsstR. $20t—
FAYNFTS A IS FEF MBS, 26 LA X 45 2R RS2 567
St TP PRSI IN .

6 T HA A SR AR R ALK

6.1 THRKIMERERFAHETLIE

FRIIRAR : RREDESE — D Ek. RUE . SRS
Brre, 1 PERREE N e i 2 aus, AIEEART
WEHES . Aedea . NAZ S, Bt bk —R5RE
CIHTIE . SREVEASEAIMERIREI SRR, hiRXliERe
% 4T P ol I 45 22 2 R DRI B S . SEB SRS TR E Y
FIGECEAEIESERE, AR . AR ML

RRARTEA: RV SEE P & FHORSCRIRI R E T, 1
MG SRS, ThRE. (DTS SLgaTilH rIEdiA

oM, G HRY ., SRIRNES . SEER PR TS R
REFVSEEG P S BRSO, H B2 A Do AR A
ERPENEMNTT%.
6.2 IRF-F E KB AE N1 5 BIHTHE

FIRR : B ZEEMERINE, AN L e
SCEGRE S BITETRTT, BES A as A AR AR R
SURRIFIRER, Rl B SR BRI R PR BE D, Bt
IHESCR e R BRI BT AR R T 220 HEm R Y K]
ANSERARESTHER, 5 1S RS2 IERR U EATER .
TETER

RRTER: FAERRIIRE MR RR, fEERT
RO BIEOT. e RsEF. HESSMEEIEERIN
HEWFURCR,, amese. TR, B, F4EZ5EEN
L e BRI AR R

7 it

BT RSP & B 2% 22 2SI Bt ok B,
DA HIIEEA SR I ZCASCETR o I AERE )
LBV, TIPSR T e LA 2sIAl, ITAIRTR
HIRH, ARG T — N EINEH . PR RS
Bio XTI T AR SERRRETIAIEIRTRE ST, 1B
BT TR IS 22 AU A . A, @i 254
FrE SRR KRB, Pl e THOERR, AW
WL LR TR DT B2, TR
B I 48 2 S 2 T SR A SRR SRR
SCRATZ IR IR S BARE, TEARRRE AR, X
—EOR RIS AAR R, ARSIRE S NS LN
7ok R

S
[1] k. — T 2 B & BT BN 4 45 4 e e il 2 500
ER[J]KE2,2020(12).

[2] R MIEDE U ——IBMHEH 0 E R SR & 0 A 50
FH I 2 5[] 65 FL i 412,2006(47):45.

[3] PEIEE. N A S E SRS T R R )] R ERE A,
2010(20):2.

[4] S ST OIRTRE IR TR R R 1. 75, 2016(23): 1.

[5] AELr S T AL A R e o R 5 (D] T L
BRI FH,2012(20):2.

[6] 570, AP M TSI N 45 TR & Se B e A U o S 5L R
[J] 4B H%,2023,39(5):61-64.

EETR T FHL(1981-) , 55, WhERC DA, i,
BlZdZ. UM, MEPEER TREN . MEgdie ., 1HE
Gl A

PRAEIIE 2024 90 7 RHE R AR LI FF ORI
H (TE%S: SYIG202415) ; 2024 il FRHE KSEHE
BRTIHE

315



