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Anomaly Detection Method For Iot Traffic Based on Semi—supervised Deep Autoencoder

Wang Zhongxian, Yi Wei

Zhengzhou University of Science and Technology, China Henan Zhengzhou 450064

Abstract: The extensive deployment of IoT devices in the local area network environment makes them face severe security

challenges. Anomaly detection is crucial to ensure their security, in practical scenarios, anomaly samples are extremely

rare, resulting in poor performance of traditional supervised learning methods due to the unbalanced samples. To address

the scarcity of labeled anomaly samples this paper proposes a semi-supervised learning-based deep autoencoder anomaly

detection model. The model learns the latent feature representation of normal traffic through an encoder-decoder structure and

fine-unes a classifier integrated after the encoder using a small amount of labeled samples to form a comprehensive objective

function that combines the reconstruction error with the classification loss. Additionally, a set of augmentation is designed to

alleviate data imbalance for network traffic data.
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