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Abstract: This paper delves into the security issues of Wi-Fi networks encrypted with WPA-PSK. Firstly, the encryption
principle of WPA-PSK was analyzed in detail, including the encryption principle of WEP, RC4 algorithm and its weaknesses, as
well as TKIP and MIC. After evaluating the security of WPA-PSK encryption, the security threats faced by Wi-Fi networks were
discussed. In order to improve the security of Wi-Fi networks, an enhancement scheme has been proposed, including optimizing
encryption algorithms and improving authentication mechanisms, and corresponding security testing and evaluation methods
have been designed. After implementing the enhancement plan and conducting testing, a detailed analysis of the experimental
results was conducted to verify the effectiveness of the optimization algorithm and identity verification mechanism.
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