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Research on the Maturity Evaluation Method of Operational Support Capability in the Mode
of Centralized Security Capability

Chen Congxiao Cheng Congfeng Zhang Chunming
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Abstract: Against the dual background of accelerated global digital transformation and intensified geopolitical conflicts, the
network security defense system of large enterprises is facing severe challenges. To enhance the effectiveness of security
defense, large enterprises generally build a centralized security management model by integrating dispersed security resources.
However, while this model improves response efficiency, it also faces the bottleneck of difficulty in quantitatively evaluating
operational support capabilities due to the sudden increase in management complexity.This study is based on international
security capability maturity models such as CMMC and C2M2, combined with ITSS information technology service
standards, and innovatively constructs a three-dimensional evaluation framework: with the maturity level of operational
support capability as the vertical axis and the elements of security support framework as the horizontal axis, a unified maturity
evaluation model is established by decomposing the operational support capability under the centralized mode of security
capability into multiple work domains. This model provides a quantifiable and implementable implementation path to support
the dynamic evaluation and continuous optimization of the security operation guarantee capability of large enterprises.
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