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Research and Implementation of Key Technologies for Cloud—Controlled Power Generation
Unit System Based on Industrial Internet

Zhang Haomiao, Zhang Yong

School of Artificial Intelligence and Big Data, Chongqing University of Electronic Technology, China Chongqing 401331
Abstract: To address the issues of dispersed deployment, high manual operation and maintenance costs, and delayed
operational status monitoring in diesel generator sets used in military communication base stations, mining sites, and similar
scenarios, this paper proposes a remote cloud-controlled system for generator sets based on industrial internet. The hardware
core is an STM32F103 microcontroller that collects operational parameters, which are transmitted via 4G DTU and encrypted
MQTT protocol to Alibaba Cloud IoT platform. A multi-database collaborative storage solution combining Alibaba Cloud's
time-series database, Redis, and MySQL is adopted to handle massive operational data, enabling functions such as real-time
condition monitoring, remote start/stop control, fault alerts, and remote firmware upgrades. The system ensures secure data
transmission through device authentication and link encryption, enabling unmanned intelligent operation and maintenance,
ensuring stable power supply in critical applications, and demonstrating practical engineering value.
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