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Abstract: Under the background of the rapid development of the digital economy, Colleges and universities are encountering
significant challenges in cyber security education, including the need to adapt curricula to rapidly evolving threats and
to enhance collaborative incident response capabilities. As a classic theory for overall coordination and precise policy
implementation, command and control theory is highly consistent with the core capability requirements in the field of cyber
security, such as emergency response, situational awareness, and collaborative defense. Based on the closed-loop logic of
"perception-judgment-decision-execution-feedback" of command and control theory, combined with the training objectives
of cyber security professionals in colleges and universities, this paper constructs a a professional and practical cyber security
course system from five dimensions: curriculum objective positioning, content system construction, training mode design,
curriculum ideological and political integration, and education closed-loop guarantee. Through the comprehensive integration
of command and control principles across all aspects of the curriculum, students' systematic thinking, collaborative skills, and
sense of responsibility are significantly enhanced., realizes the organic unity from knowledge imparting ability training and
value shaping, and provides a feasible path for colleges and universities to cultivate compound talents that meet the national
cyber security strategic needs.
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