HRE5ZE 359 ISSN: 3082-8287(Print); 3082-8279(Online)

W DU MLR B N SR A 5L A A A RE B b i
IS

[
FEM BRI AR ZEE, HE -l 559 646000

RE: BHE L RALGEMS FARR N LR A A F i E A, iy BB AL E H R ARBHE. 4
BRI PR, AR E T —HPE T Python hashlib 5 secrets B9 “Hn2hehF (Salted Hash ) ” %4 EMz %, @itk
AP BRI RTINS IREN S S, N AT EBEER AN ETRp XA, RAAZMNEA, ZFE
BERRFIEWRS B A FTRT, AR T MR Ak, BA TR P S0 NEE R A&
1A : hashlib; secrets; Amhvddn; Hpi0GE

Application and Refactoring of Salted Hash Algorithm Against Rainbow Table Attacks in
User Authentication Modules
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Abstract: Legacy authentication modules relying on plaintext or rudimentary hashing face severe data leak risks from
rainbow table attacks. This paper tackles this structural flaw by engineering a Salted Hash refactoring solution built
upon Python's hashlib and secrets libraries. During the password dispersion phase, high-entropy dynamic random salts
are strictly injected to sever the static mapping chain between raw passwords and their hash digests. Benchmark testing
confirms that the upgraded mechanism repels both rainbow table and credential stuffing attacks with negligible extra
CPU load, fundamentally solidifying the backend security of user logins.
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